Quick Steps

This quick steps guide will allow you to configure, test Telnet / Http authentication using Funk Steel-Belted Radius and an OmniSwitch 7700/7800. It is not intended to be a complete reference to all the possible authentication combinations a customer may try to implement. However, with one server, one switch, and one client you should be able to test the basic authentication functionality available to our customers.

Funk Steel-Belted Radius Configuration

· Download an evaluation copy of Funk’s Steel-Belted Radius from their web site at http://www.funk.com. This example was configured using v3.00.180. This version includes Alcatel eBND Vendor Specific Attributes for all XOS and current AOS authentication products. 
· Once installed on your server machine, start the Radius administration application by selecting Radius from your startup location. In Windows, select Start, Programs, Steel-Belted Radius, Steel-Belted Radius Administration.
· When the screen appears select the Connect button. This will connect to the application to the local Radius service.
· Select the RAS Client option.
· Enter a name for the switch in the Client Name section this will identify the switch that will be supplying Authentication requests. 
· Enter the IP address of the switch in the IP address section.
· Select the Alcatel OmniSwitch from the Make/Model pulldown menu.
· Click on the Edit Authentication Shared Secret button. Enter ‘switch’ as the shared secret.
· Click the Save button.
· Select the Users option.
· Enter the ‘user2’ in User box.
· Click on the Set Password button; enter ‘user2’ in the password box for this user.
· Select Return Attributes, click on the Ins option.
· Select Alcatel-Auth-Group from the pulldown menu. Enter 2 in the value text box. Click OK. 
· Click Save button to save user information.
· Stop and restart the Radius Service.
Authenticated VLANs – Telnet

· Remove any existing configuration by deleting the boot.cfg file in the working directory. Reboot.

· Create VLAN 99 by entering ‘vlan 99’.

· Give VLAN 99 an IP address by entering ‘vlan 99 router ip 192.168.11.1’.

· Move the port that the RADIUS server is connected to into VLAN 99. (See Configuring Funk Steel Belted Radius Server)

· Ping the RADIUS Server to test connectivity.

· Create VLAN 2 this will be our authenticated VLAN.

· Give VLAN 2 an IP address by entering ‘vlan 2 router ip 192.168.12.1’.

· Enter ‘vlan port mobile slot/port’. The slot/port should correspond to your PCs connection. Port Mobility must be enabled for authentication.

· Enter ‘vlan port slot/port authenticate enable’. This enables authentication on the slot and port.

· Enter ‘vlan 2 authentication enable’. This makes VLAN 2 an authenticated VLAN. This will allow only authenticated clients to become members of this VLAN.

· Enter ‘aaa radius-server rad1 host 192.168.11.100 key switch’. This adds the RADIUS server, called rad1 with an IP address of 192.168.11.100, to the switch. The switch will now know where to send authentication requests.  When forwarding requests, the switch will use the shared secret of ‘switch’ to communicate with the RADIUS server.

· Enter ‘aaa authentication vlan single-mode rad1’.  Single mode indicates that a RADIUS server can handle requests for all authenticated VLANs. If set to multiple mode, then a RADIUS server is required for each VLAN.

· Connect the PC you will be using to test authentication to the appropriate slot and port. Ensure the PCs IP address is part of the VLAN 2 subnet.

· Telnet to the IP address 192.168.12.253 259. This is a special address and port that is used for TELNET authentication only. Be sure to include the port 259 parameter.

· Enter a login of ‘user2’ with password of ‘user2’ when prompted.

· You will be authenticated into VLAN 2. Ping the VLAN 2 router instance to check connectivity.

Authenticated VLANs – HTTP

· Bring up a web browser and enter the appropriate authentication address as the URL.  https://192.168.12.253. (You must specify https here).

· Enter the appropriate username and password (user2) when prompted.

· You will be authenticated into VLAN 2. Ping the VLAN 2 router instance to check connectivity.

AVLAN HTTP Configuration Guide

Birds of Pray

This section is currently the steps and configuration that SQA has developed to test Authentication using AOS and XOS products. This section covers AOS and should be considered as a guide to common authentication configurations. It is not possible as of the release of this product to cover every aspect of authentication and every combination of switch configuration.
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3. MacOS installation procedure
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6. Configuration of the ACE Server 
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8. Example of a network

9. Frequently Asked Questions

The configuration explanation are illustrated with examples that corresponds to the one described in the last part.

1. Configuration of the switch

· Load the optional image for AVLAN HTTP: Fsecu.img
Authenticated VLAN creation:
vlan 2 router ip 172.16.12.98 255.255.255.0

vlan 2 enable
vlan 2 authentication enable
Authenticated Server creation (multiple-mode):

aaa radius-server “rad1” host 172.16.14.33 key secret
aaa authentication vlan multiple-mode 2 “rad1”

aaa accounting vlan 2 rad1
Authenticated Server creation (Single Mode):

aaa radius-server “rad1” host 172.16.14.33 key secret

aaa authentication vlan single-mode “rad1”

aaa accounting vlan rad1

Authenticated port (where client is connected):

vlan port mobile 3/16

vlan port 3/16 authenticate enable

DHCP Relay configuration:

ip helper address 172.16.14.34

aaa avlan default dhcp 172.16.12.98

ip helper avlan only

WARNING: “ip helper avlan only” allows to enable the DHCP relay only for AVLAN. In that case, only DHCP packets coming on an authenticated port from a client that is not authenticated are forwarded, the switch does not act as a regular relay for other DHCP packets. If the customer needs a real relay on the vlan, one of the switches (at least) must be configured without this option 

DNS configuration:

aaa avlan dns name avlan.Alcatel

2. Configuration of the client

· Dynamic IP configuration with a DHCP server

No configuration is necessary

Supported clients (dynamic IP reconfiguration):

· Windows 98 (SP2), Windows NT, Windows 2000, Windows Me, Windows XP

· Linux Mandrake 8.0, RedHat 7.0, Slackware 8.0

· The ethernet interface used on the client must be eth0

· The DHCP client used by the java applet is dhcpcd

· MacOS 9.x  (An installation procedure is necessary, see the chapter MacOS installation procedure)

· The browser version supported are starting from IE 5.5 (5.0 and 5.14 are also supported)

· MacOS X.1 (An installation procedure is necessary, see the chapter MacOS installation procedure)

· The ethernet interface used on the client must be en0

· The browser version supported are the IE version between 5.0 and 5.5 (5.0, 5.5 and 5.14 are excluded)

Supported clients (manual IP reconfiguration):

· Windows 95, the Microsoft IP configuration Windows is launched (the user has to click on the [Renew all] button)

This web page explains that Microsoft winipcfg command has know bugs that doesn’t allow us to have the same behavior as the other version of Windows http://support.microsoft.com/support/kb/articles/q155/6/02.asp
· MacOS X, 

Click on the System Preferences, then on Network

Under TCP/IP, select Manual configuration and save the configuration

then select DHCP configuration and save the configuration

Supported clients (no IP reconfiguration), the user can log into the AVLAN set with the CLI command : aaa avlan default dhcp <ip address>.

· All kind of OSs supporting HTML and frames

· Static IP configuration

WARNING : when using this mode, it is ,of course, not possible to modify the IP address of the client. In this case, we can only move into one VLAN.

Configured the IP address in the HTTP authenticated VLAN (ex : 172.16.12.34)

Configured at least one DNS IP address with a specific IP address belonging to the HTTP authenticated VLAN (ex : 172.16.12.253)

(The primary DNS is the address of the real DNS server) 

Supported Clients :

· All kind of OSs supporting HTML,frames and SSL

Supported Browsers:

· Internet Explorer 4.72, 5.0, 5.1, 5.12, 5.14, 5.5, 6.0

· Netscape 4.7, 4.72, 4.75, 4.77

When using the dynamic IP release/renew, the browser must be configured with JAVA and JAVASCRIPT.
3. MacOS installation procedure

Installation procedure under MACOS 9.x

1) Load the authentication html page, you don’t need to authenticate.

2) Click on the link to download the installation software

3) Double click on the file javlanInstall.sit loaded on your desktop

4) Double click on the application javlanInstall apple script inside the new directory created

Installation procedure under MACOS X.1

The Installation must be done under root

1) Root access is not automatic with MAC OS X, you have to set a password to root to activate it

(If you disconnect the Ethernet cable, you will save time because the “NetInfo Manager” is sending multiple DNS requests and waits for the answers)

Open the NetInfo Manager from the HardDisk/Application/Utilities folder

Go to Domain

· Security

· Authenticate
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Enter your Admin password if prompted.
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Go back to Domain -> Security -> and select Enable Root. 

You will be prompted for a password, as none is set. 

Enter and confirm your password and you've got root!

2) Launch the System Preferences/Login and choose the login prompt display when opening a new session (if you don’t do that you won’t be able to log as root)

3) Quit your session and logon as root

(Check in Network Utility that you have selected Ethernet-DHCP)

4) Reconnect your Ethernet cable

5) Load the authentication html page, you don’t need to authenticate.

(Set the authentication page as the default browser page, it will take less time to get the authentication page, if you don’t do that the browser will try to reach the address livepage.apple.com even if you typed something else)

6) Click on the link to download the installation software

7) Double click on the file avlanInstall.tar

8) Double click on the application avlanInstall (the installation is very fast)

(The installation procedure can be checked by opening a terminal and type “ls –al /usr/sbin/ipconfig”, you should see the ‘s’ bit set)

8bis) If you want to use the self-signed certificate provided by Alcatel: wv-cert.pem (see on the switch /flash/switch/wv-cert.pem). You must install this certificate on the MacOS X:

· Load this auto-signed certificate on the Mac.

· Open a Terminal window (Utilities) and type:

keytool –import –keystore <path_to_JDK_installation>/lib/security/cacerts –alias ALCATEL_AVLAN –file <path_to_certificate_file>

A password is requested; this password is “changeit”.

(example : keytool –import –keystore /System/Library/Frameworks/JavaVM.framework/Versions/1.3.1/Home/lib/security/cacerts –alias ALCATEL_AVLAN –file /Users/endalcat/Desktop/wv-cert.pem)

· The DNS used in this certificate is “webview”, so the administrator must configure the switch as follow: aaa avlan dns name “webview”.

· The client must type “webview” to get the avlan authenticated page.

9) Quit the root session, open yours then follow the usual instructions (opening the authentication html page, authenticate, …)

· The browser needs the activation of java inside the Preferences

4. Configuration of the DHCP Server (Example)

· The default VLAN doesn’t serve IP addresses, it is a pre-authenticated VLAN

· For HTTP users:

Configure a range of addresses in the HTTP authenticated VLANs (ex: 172.16.12.0, 172.16.13.0)

Add the router attribute with the address of the HTTP authenticated VLAN (ex: 172.16.12.98, 172.16.13.98)

There must be at least one HTTP authenticated VLAN router attribute corresponding to the one configured by this command: aaa avlan default dhcp <ip address>.

One DNS IP address attribute has to be set with the authenticated IP address of the http authenticated vlan. 

The DNS address must be as follow: <vlan ip address> LOGICAL AND <vlan mask>, add 253 on the last ip address number:

example: 

· vlan ip address=172.16.12.98, mask=255.255.255.0 ( dns address: 172.16.12.253

· vlan ip address=172.16.12.98, mask=255.255.0.0 ( dns address: 172.16.0.253

· vlan ip address=172.16.12.98, mask=255.255.248. 0 ( dns address: 172.16.8.253

5. Configuration of the RADIUS Server

RADIUS is a standard authentication and accounting protocol defined in RFC 2138 and RFC 2139. Several companies provide RADIUS servers on different type of platforms. For the purpose of this configuration guide, Funk software Steel Belted RADIUS server was used.

The OS7700/7800 uses the default authentication port of 1645 and default accounting port of 1646, with Funk Steel Belted RADIUS server 3.0 and above, the newer default authentication port of 1812 and 1813 for accounting are used. If you need to change the RADIUS server edit the radius.ini file and uncomment the ports. Otherwise, you can specify the correct ports when configuring the OS7700/7800.

This document is not dealing with the installation of a RADIUS server but just with the specificity of Alcatel’s product.

Funk SBR 2.x and above contain an Alcatel Attributes Dictionary file. If your version does not contain the valid version contact support for the latest version of VSA’s. http://support.ind.alcatel.com/Falcon-NPI.

· Copy the Alcatel Attributes Dictionnary File in the directory \..\RADIUS\Services 

· Create a user/password and insert the authentication vlan attribut for this user

6. Configuration of the ACE Server

It is possible to use the ACE Server “behind” a Radius Server for HTTP AVLAN. The ACE users must be defined in the Radius Server as SecurID users.

NB: The server configured on the switch is still the Radius Server.

7. Configuration and update of the AVLAN HTML pages

The java archives and customizable HTML files are set on the switch: /flash/switch/avlan 

javlan.cab : signed java archive for Internet Explorer (Windows)

javlan.jar : signed java archive for Netscape (Windows and Linux)

The 2 HTML pages displayed to the user are divided in 3 frames :


The first HTML page displayed is the authentication page with the Login, Password, …


The last HTML page displayed is the result of the authentication with the java applet running

topa.htm : top frame of first HTML page displayed to the user.

bottoma.htm : bottom frame of the first HTML page displayed to the user

topb.htm : top frame of the last HTML page displayed to the user

bottomb.htm : bottom frame of the last HTML page displayed to the user

mylogo.gif : Alcatel Logo

javlanmacosx.jar : signed java archive for Internet Explorer (MacOS X.1)

avlanMacInstall.htm : MacOS installation procedure page for MacOS X.1

reconfigApple.htm : MacOS reconfiguration page

avlaninstall.tar : Installation tar file for MacOS X.1

javlan.jar.sig : signed java archive for Internet Explorer (MacOS 9.x)

javlaninstall.sit : Installation sit file for MacOS 9.x

The name of those files must not be modified but the content of the HTML files can be customized.

8. Example of a network
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9. Frequently Asked Question
· My browser does not show the authentication page:

· check the configuration of your port show vlan port mobile
· check that your DNS address and gateway are correct:

Under DOS type ipconfig /all (windows 98, NT, Me, 2000) or winipcfg /all (windows 95)

check the bold information (Example) with the one configured on the switch


DNS server: 
      172.16.14.34




      172.16.12.253


IP address:          172.16.12.x


Default gateway:  172.16.12.98

Under Mac OS 9 select the TCP/IP application

Under MacOS X click on Preferences then on Network and check the IP address and the default gateway (the DNS addresses are not displayed)

· It can take 30 seconds to display the authentication page (for the first time) when you have many DNS addresses configured on the client (PC, workstation)

· Enables the cache on the browser, it will go faster.

· A quick way to try to display the web page is to type the specific IP address of the HTTP authenticated vlan: https://172.16.12.253
· The java applet displays a grey window:

· Check that you have the administrator rights on the PC client (not necessary for MacOS X)

· Check that the applets and HTML files are installed on the switch under /flash/switch/avlan, if not check that you have the Fwebsecu.img and type : install Fwebsecu.img

· I can’t get dynamically an IP address 

· Check that your client is configured with dynamic IP address (DHCP enabled)

· Check that the applets and HTML files are installed on the switch under /flash/switch/avlan

· Check that the browser is configured with JAVA enabled

· Check that the JVM (Java Virtual Machine) is installed on your client
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